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INTERNET APPLIANCE 
(I.E., PRINTER) 
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FIG. 1 
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WEB SERVER APPLICATION RECEIVES AND ACCEPTS REQUEST FROM 
A WIRED OR WIRELESS DEVICE FOR A URL FOR A DOCUMENT 
LOCATED ON THE WEB SERVER. REQUEST MAY BE A SECURE 
COMMUNICATION IF SECURITY TECHNIQUES ARE IMPLEMENTED. 



WEB SERVER APPLICATION AUTHENTICATES REQUEST FROM WIRED 
OR WIRELESS DEVICE ACCORDING TO STANDARD AUTHENTICATION 
ROUTINES (IF AUTHENTICATION TECHNIQUES ARE USED). 



WEB SERVER APPLICATION RETRIEVES REQUESTED DOCUMENT 
FROM A SECURE OR NON-SECURE STORAGE LOCATION. 



WEB SERVER APPLICATION CREATES DYNAMIC UNIFORM RESOURCE 
LOCATOR (URL) FOR THE RETRIEVED DOCUMENT. 



WEB SERVER APPLICATION MAKES THE DOCUMENT AVAILABLE ON 
THE INTERNET ACCORDING TO THE SINGLE-USE URL DYNAMICALLY 

ASSIGNED TO THE DOCUEMNT. 




FIG. 5 
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WEB SERVER SENDS MESSAGE TO WIRED OR WIRELESS DEVICE 
CONTAINING DYNAMIC URL ASSIGNED TO REQUESTED DOCUMENT. 
SECURITY TECHNIQUES MAY BE IMPLEMENTED IN COMMUNICATING 
THE MESSAGE TO THE WIRED OR WIRELESS DEVICE. 



WEB SERVER RECEIVES THE REQUEST FROM THE INTERNET 
APPLIANCE FOR THE DOCUMENT ADDRESSED BY URL. THE WEB 
SERVER SENDS THE DOCUMENT TO THE INTERNET APPLIANCE. IF 
ENCRYPTION TECHNIQUES ARE IMPLEMENTED, THE WEB SERVER 
ENCRYPTS THE DOCUMENT ACCORDING TO THE ENCRYPTION KEY 
RECEIVED FROM THE WIRED OR WIRELESS DEVICE. 



WEB SERVER RELEASES, INVALIDATES, OR DELETES THE URL 
THEREBY PROHIBITING THE DOCUMENT FROM BEING AVAILABLE ON 

THE INTERNET. 



FIG. 6 
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WIRED OR WIRELESS DEVICE INITIATES A REQUEST TO A WEB 
SERVER FOR A URL FOR A DOCUMENT LOCATED ON THE WEB 
SERVER. REQUEST MAY BE A SECURE COMMUNICATION IF SECURITY 

TECHNIQUES ARE IMPLEMENTED 
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WIRED OR WIRELESS DEVICE MAY INCORPORATE AN ENCRYPTION 

KEY WITH REQUEST TO WEB SERVER. 



WIRED OR WIRELESS DEVICE RECEIVES MESSAGE FROM WEB 
SERVER CONTAINING DYNAMIC URL ASSIGNED TO REQUESTED 
DOCUMENT. SECURITY TECHNIQUES MAY BE IMPLEMENTED IN 
COMMUNICATING THE MESSAGE TO THE WIRED OR WIRELESS 

DEVICE. 



ALTERNATIVE 1 



ALTERNATIVE 2 
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a. 
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WIRED OR WIRELESS DEVICE 
SENDS URLTO AN INTERNET 
APPLIANCE (I.E., PRINTER, 
OTHER COMPUTER, ETC.). 
TRANSMISSION TO THE 
INTERNET APPLIANCE MAY BE 
A SECURE COMMUNICATION 
AND MAY INCLUDE A 
DECRYPTION KEY. 



WIRED OR WIRELESS DEVICE 
RECEIVES THE REQUESTED 
DOCUMENT. IF ENCRYPTED, 
IT DECODES THE ENCRYPTED 

DOCUMENT WITH THE 
DECRYPTION KEY RECEIVED 
FROM THE DEVICE. THE 
USER OF THE WIRED OR 
WIRELESS DEVICE 
MANIPULATES THE RECEIVED 
AND DECODED DOCUMENT 



FIG. 7 
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INTERNET APPLIANCE RECEIVES URL FROM WIRED OR WIRELESS 
DEVICE. TRANSMISSION TO THE INTERNET APPLIANCE MAY BE A 
SECURE COMMUNICATION AND MAY INCLUDE A DECRYPTION KEY. 



INTERNET APPLIANCE INITIATES A REQUEST TO THE WEB SERVER 
FOR THE DOCUMENT ADDRESSED BY URL. AUTHENTICATION MAY BE 
IMPLEMENTED FOR THE INTERNET APPLIANCE TO GAIN ACCESS TO 
THE REQUESTED DOCUMENT WITH THE ADDRESSED URL. 
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INTERNET APPLIANCE RECEIVE; 
DECODES THE ENCRYPTED DOCUl 
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INTERNET APPLIANCE MANIPULATES THE RECEIVED AND DECODED 
DOCUMENT (I.E., PRINTS THE DOCUMENT, ETC.). 
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FIG. 8 



